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Terrorism as Psychological
Warfare

Alex Schmid!

Terrorism Prevention Branch, UNODC, Vienna, Austria

“Terrorism” is linked to “terror” which is a state of mind, created by a level of
fear that so agitates body and mind that those struck by it are not capable of
making an objective assessment of risks anymore. Fear is a powerful tool in
politics. Demagogues have at times conjured up the fear of an impending
threat from across the borders to rally the populace behind them. The second
use of fear in politics is more direct: despots and demagogues decide to apply
the fear directly on the populace or sections thereof in order to terrorize them
into obedience and submission.? “The purpose of terrorism is to produce ter-
ror,” Lenin, a practitioner of the second method, once said dryly. The use of
intimidation is not the monopoly of the state. Organized crime uses it too, but
it does so discriminately. Terrorists use it more often indiscriminately and at
random against a target group. Hence the enhanced fear they manage to gen-
erate among a much wider audience. The extreme fear caused by exemplary
acts of violence against some members of a target group often stands in no
proportion to the actual harm done. Those individuals experiencing acute ter-
ror are either paralyzed by extreme fear (immobilized) or panic from such fear
(mobilized)—reactions which in both cases make rational thinking difficult.

The degree to which an individual or group is struck by terror depends,
inter alia, on

a) the source of terror;
b) the likelihood that a terror-inducing event is going to occur again;

¢) the object of primary victimization (e.g. a member of one’s family, one’s
group) and one’s relationship to it;
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d) the phasing of the terror-producing event (single-phase incident like a
massacre or a dual phase incident like a hostage-taking where the out-
come is open-ended but likely to be dreadful);

e) one’s (in-)ability to avoid, prevent and combat situations which are terror-
prone in the future.

V. 1. Lenin’s statement that the purpose of terrorism is to produce terror,
requires modification. It produces terror among many of those who are close to
the victims, believe that they might be the next target of the terrorists or
those who, for other reasons, identify with the victim (e.g. former hostages
whose original fear is reactivated by a terrorist incident that has similar char-
acteristics as the one they were involved in). Yet identification with the victim
of a terrorist incident is only one of several possible reactions. Some near or
distant witnesses of a terrorist victimization identify with the aggressor rather
than the victim because the act of terrorism is seen by them as an act of
revenge, or as an act of justified rebellion by a revolutionary avant-garde keen
to bring about a revolution or expel an enemy from its territory. A terrorist act
might be seen by a sympathetic participant or onlooker as contributing to an
end which this witness himself considers desirable. Some onlookers might not
approve of the act of terrorism as the preferred method of conflict-waging, but
they do approve of the motives, the rebellious spirit or the goals of the perpe-
trators. Alternatively, the onlooker might be indifferent to a given act of ter-
rorism because he or she is not identifying positively with either side (“let
them kill each other”). Various audiences tend to give different interpreta-
tions to terrorist acts. They are viewed as heroic by some and as cowardly by
others. Actually, there are many audiences to a campaign of terrorism:

Table 1: Ten Terrorist Audiences.

The adversary/-ies of the terrorist organization (usually a government);
The constituency/ society of the adversary/-ies;

The targeted direct victims and their families and friends;

Others who have reason to fear that they might be the next targets;
“Neutral” distant publics;

The supporting constituency of the terrorist organization;

Potential sympathetic sectors of domestic and foreign (diaspora) publics;
Other terrorist groups rivaling for prominence;

The terrorist and his organization;

0. ... and last but not least: the media.
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Terrorism has been defined in many ways but the oldest definition, an
ancient Chinese saying, encapsulates the central idea “Kill one, [to] frighten ten
thousand.” What distinguishes a criminal terrorist act of violence from a merely
criminal act of violence is that the direct victim is generally not the ultimate tar-
get of the violence. The victimization serves, as it were, as an amplifier to convey
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a message. To quote Ted Kaczynski, the so-called Una-bomber, a Harvard-edu-
cated American terrorist: “In order to get our message before the public with some
chance of making a lasting impression, we’ [ha]ve had to kill people.”

The attacks of September 11, 2001 on the World Trade Center and the
Pentagon were meant to impress several target audiences. According to a
treatise titled “The Reality of the New Crusade,” they were meant to “to
inflame the hearts of Muslims against America,” in the hope of “inspiring
thousands of others to this type of operation.”* Terrorism, then, must also—
and in many cases primarily—be seen as a form of violent communication.?
An example of this communication function (which is linked to intimidation) is
a statement broadcasted by Al Jazeera in early October 2002 in which Aiman
Al Zawahiri (No. 2 in Al-Qaeda) said, referring to the attack on German tour-
ists in front of the Jewish Synagogue in Djerba, Tunis, and to the attack on
the French oil tanker Limburg off the coast of Yemen: “The Mujahedeen youth
has sent one message to Germany and another to France. Should the dose [of
the message, AS] not have been sufficient, we are ready—of course with the
help of Allah—to increase the dose.”®

When we try to evaluate the terrorist menace, we not only have to look at ter-
rorism’s potential for intimidation and its instrumentalization for coercive black-
mail, we also have to look at the mobilization bold acts of terrorism can potentially
produce in groups vulnerable to the terrorist temptation. The third dimension of
non-state terrorism—to impress target audiences, not necessarily linked to the vic-
tims—is one that reflects the original 19' century rationale for acts of terrorism by
non-state actors—the idea of “propaganda of the deed.” Peter Kropotkin, one of the
19" century anarchist theorists, admitted that a few kilos of dynamite could not
demolish the historical structures created over thousands of years. Yet, as propa-
ganda, terrorism could be effective. “By actions which compel general attention,”
Kropotkin held, “the new idea seeps into people’s minds and wins converts. One
such act may, in a few days, make more propaganda than a thousand pamphlets.
Above all, it awakens the spirit of revolt....” 7 This lesson was not lost on subse-
quent generations of anarchists and terrorists. In an age where mass communica-
tion technology allows “newsworthy” events to be broadcasted worldwide in almost
real-time, this communicative dimension of certain types of acts of violence has
become an even more powerful rationale for terrorists.

Demonstrative, brazen acts of violence are often produced primarily to
gain entry into a news system that often goes by the law that “good news is
bad news and bad news is good news and no news is bad news.” The immedi-
ate victims serve primarily as message generators. The specific identity of
the individual victims are often immaterial to the perpetrators since the
effect on third parties is what matters. In this sense a terrorist murder is
often de-individuated, distinguishing it from a classical assassination where
the victim is also the primary target. The way the news system “picks up,”
disseminates, and sometimes provides saturation coverage to certain acts of
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violence enters the terrorist calculus and co-determines the strategy of many
terrorist groups.

The communication purpose of terrorism has been caught in the academic
consensus definition developed by Schmid (1988) on the basis of 50 expert
responses to questionnaires:

“Terrorism is an anxiety-inspiring method of repeated violent action,
employed by (semi-) clandestine individual, group, or state actors, for idiosyn-
cratic, criminal, or political reasons, whereby—in contrast to assassination—
the direct targets of violence are not the main targets. The immediate human
victims of violence are generally chosen randomly (targets of opportunity) or
selectively (representative or symbolic targets) from a target population, and
serve as message generators. Threat- and violence-based communication pro-
cesses between terrorist (organization), (imperiled) victims, and main targets
are used to manipulate the main target (audience(s)), turning it into a target
of terror, a target of demands, or a target of attention, depending on whether
intimidation, coercion, or propaganda is primarily sought.”®

Martha Crenshaw, one of the most seminal authors in the field, con-
cluded, in a study on the causes of terrorism, that “The most basic reason for
terrorism is to gain recognition or attention....”® More recently, L. Weinberg
and A. Pedahzur have made another attempt to arrive at an academic con-
sensus definition, basing themselves on 73 definitions gained from academic
journals on terrorism. They came up with this “minimalist” definition: “Ter-
rorism is a politically motivated tactic involving the threat or use of force or
violence in which the pursuit of publicity plays a significant role.”°

The way these consensus definitions were reached was by looking at
the building blocks—the fundamental component elements—of many exist-
ing definitions and establishing common elements. A similar approach is to
look at the key elements of terrorist incidents. I would submit that many of
the following key elements can be found in most “terrorist” incidents:

Table 2: Key Characteristic Elements of Terrorist Incidents.

1. The demonstrative use of violence against human beings;

2. The threat of (further) violence;

3. The deliberate production of terror/fear/dread/anxiety in a target group;

4. The frequent targeting of civilians, non-combatants, and innocents;

5. The purpose of intimidation, coercion, and/or propaganda;

6. The fact that it is a method, tactic, or strategy of conflict waging:

7. The importance of communicating the act(s) of violence to a larger audience;
8. Theillegal, criminal, and immoral nature of the act(s) of violence;

9. The predominantly political character of the act;

10. Its use as a tool of psychological warfare.

Staging an act of terrorism is sometimes meant as an act of revenge and
sometimes serves the purpose of provocation—in either case the monopoly of
violence of the state is challenged. The terrorist rarely confronts the state directly
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but prefers to demonstrate to the citizens the state’s impotence of protecting them
all the time. Acting from a clandestine underground at a moment of their own
choosing, the terrorists manage to establish, for a few minutes—longer in the case
of kidnappings and hostage taking—a superiority over the mighty state. This
temporary presence of the terrorist then perpetuates itself through media cover-
age, rumors, and speculation and gains a longevity it could not generate by itself.
Unlike the guerrilla the terrorist does not occupy territory on the ground. How-
ever, if engaging in a well-orchestrated campaign of intermittent attacks, he
might succeed in occupying the minds of targeted groups by creating a climate of
fear, thereby manipulating target audiences at the emotional level. To the extent
that these audiences are not direct witnesses of the terrorist deed, “[t]he success
of a terrorist operation depends almost entirely on the amount of publicity it
receives,” as Walter Laqueur once put it. If audiences are the target, the terrorists
are the star performers and the public space where they create a violent reality
becomes the stage of their theater from which they impress and shock the public.

Some terrorists have been quite explicit about their use of the media, as
the following statement from a former terrorist active in the German Red
Army and the Italian Red Brigades makes clear:

“We give the media what they need: newsworthy events. They cover us,
explain our causes and this, unknowingly, legitimates us.... You must under-
stand: the media are very interested in our actions. They look for contacts with
us, they try to get information from us and they are eager to report everything
we do and say.... Take for example the news agencies—within half an hour
after calling them and briefing them, which we did quite often, you are in the
headlines all over the world.... All you need is one phone call, a threat or a dec-
laration.... Those [terrorist organizations] I know managed to establish contact
and close contact with selected journalists. And the activity is often planned
with the media as central factor. Some actions are planned for the media....”!!

The importance of the media in this can also be seen from some of Bin
Laden’ statements. In May 1996, before engaging in major attacks, he
remarked “God willing, you will see our work on the news.”'? In a video-taped
conversation with like-minded people, he commented on the impression the
kamikaze terrorists made on the world: “Those young men ... said in deeds, in
New York and Washington, speeches that overshadowed other speeches made
everywhere else in the world. These speeches are understood by both Arabs
and non-Arabs—even Chinese.”’® And in analogy to some 19" century anar-
chist and social-revolutionary adherents of the theory of “propaganda by the
deed,” Bin Laden held that “The effect of his deed [of one of the 9/11 kamikaze
pilots] was significantly more efficient than many million books, which have
been written for the strengthening of Islam.”!*

There are many definitions of propaganda®® but most of them refer to ver-
bal or visual persuasive information strategies only, rather than stressing a
broader set of “psychological activities in peace or war, directed at the enemy,
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friendly and neutral audiences in order to influence attitudes and behavior
affecting the achievement of political and military objectives”—what one
terms as “psychological warfare.”!6

Violence and propaganda have much in common. Violence aims at behav-
iour modification by coercion. Propaganda aims at the same by persuasion.
Terrorism can be seen as a combination of the two. Eugen Hadamovsky,
already noted in 1933 in his book on “Propaganda and National Power” that
“Propaganda and violence are never contradictions. Use of violence can be
part of propaganda.”” Terrorism, by using violence against one victim, seeks
to coerce and persuade others. The immediate victim is merely instrumental
and serves to achieve a calculated impact on a wider audience.!®

What are some of the effects that can be achieved by the terrorist “propa-
ganda of the deed”? By tailoring their violence to some of the news values of
the media (“If it bleeds, it leads”), terrorists can gain, as we already noted,
access to mass audiences.

Table 3: Ten Elements Determining “News Value”.

1. Immediacy and event-orientation;

2. Drama and Conflict;

3. Negativity (bad news has drama and conflict);
4. Human interest;

5. Photograph ability;

6. Simple story lines;

7. Topicality (current news frames);

8. Exclusivity;

9. Status of information source.

10. Local interest

Source: Based on M. Peltu. The role of communication media. In: H. Otway & M. Peltu (Eds.)
Regulating industrial risks: Science, hazards and public protection. London-Butterworth, 1985,
128-148; cit. in: Bernhard Debatin. "Plane Wreck with Spectators”: Terrorism and Media Atften-
tion. In: Bradley S. Greenberg (Ed.). Communication and fterrorism. Public and media
responses to 9/11. Cresskill, N.J: Hamilton Press, 2002 168.

The media not only transmit their message—a deed that speaks for itself
or a communiqué to go with it—almost in real-time. They also publicize the
terrorist’s cause free of charge which makes their strategy very cost-effective.
Empirical research has shown that a number of goals are pursued in this way:

Table 4: Terrorist Goals associated with Publicity for their Violent Deeds.

Winning or enlarging sympathy among “their” public
Winning new recruits for terrorist organization
Demoralizing tfargeted sectors of the public
Demonstrating the vulnerability of authorities
Polarizing the political situation.
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Source: adapted from Robin P.J. M. Gerrits. Terrorists™ Perspectives: Memoirs, in: David L. Paletz
and Alex P. Schmid. Terrorism and the media. How researcher, terrorists, government, press,
public, victims view and use the media. Newbury Park: Sage 1992, 33.
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The media have become a weapon of mass communication in political con-
flicts and even more so in armed conflicts. Already Josef Goebbels noted in 1942
that “News is a weapon of war. Its purpose is to wage war and not to give out
information.” Each side in a conflict wishes to give a certain media “spin” to
events, so that they are interpreted favorably for one side or another. However,
terrorists go beyond what generals of conventional armies and guerrilla leaders
do. They are primarily interested in the psychological rather than the physical
effects of their violence, based on “Their conviction that the actual effect of ter-
ror is its representation in the media, without which its value and effect as a
weapon is meaningless and limited”—to quote the director of Israeli Television,
David Witzhum.!® Terrorists try to influence not only the size of the media cov-
erage but also its spin and direction by clever timing and symbolic targeting.
The effectiveness of a terrorist act is determined by a number of factors, includ-
ing the degree of publicity obtained, the degree to which demands are met by
the adversary, the degree of support generated from the terrorist’s existing or
envisaged constituency, the amount of disruption and damage inflicted, and—
last but not least—the amount of panic and terror created in the target group.

ELEMENTS FOR A COUNTER-TERRORISM STRATEGY

If terrorists are, as Karl Marx once put it, “dangerous dreamers of the abso-
lute,” we need to know more about their dreams and about how to bring them
back to reality by trying to change their mental framework. The fact that an
act of terrorism is not just an act of violence but foremost an act of communi-
cation, requires that appropriate communication strategies are developed to
“soften up” the terrorists and their constituencies. At the same time it is
imperative to strengthen the resilience of the victims and targets of terrorism
to reduce their fear.?’ If we only see the violence of terrorism and not its hid-
den communicative goal, we miss the central point of terrorists’ strategy,
namely—in the words of Boaz Ganor—that

“ ... terrorism is a form of psychological warfare against the public morale,
whereby terrorist organizations, through indiscriminate attacks, attempt to
change the political agenda of the targeted population. ( ... ) By convincing the
target population that terrorist attacks can be stopped only by appeasement of
the terrorist organizations, the terrorists hope to win concessions to their
demands. The greatest danger presented by terrorism is thus not necessarily the
direct physical damage that it inflicts, but the impact on the way policymakers
feel, think, and respond.”?!

If terrorism is a form of psychological warfare, we should be focusing as
much if not more on countering the propaganda as we focus on preventing and
controlling terrorist violence. Ultimately, the fight against terrorism can only
be won if we manage to prevent young people from joining such organizations,
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if we manage to induce members of terrorist groups to leave their organiza-
tions and if we can make it clear to their leaders that their strategy is not
leading to the intended results. Terrorists and their sympathizers issue com-
muniqués and copious writings to explain and “justify” their deeds and win
new adherents. This mixture of ideology, propaganda, and half-truths goes all
too often unanswered and is dismissed out of hand. That is a mistake. We
should consider countering every terrorist propaganda statement with well-
argued counter-statements, directed not necessarily at the terrorists themselves
but at their constituency and, above all, at those who are vulnerable to the terror-
ist temptation. The language of hate and violence needs to be answered by the
language of reason and humanity—and deeds that match our words.

I have incorporated some of these elements in the following ten rules for
preventing and combating terrorism.

TEN RULES FOR PREVENTING AND COMBATING TERRORISM

1. Prevent radical individuals and groups from becoming terrorist extrem-
ists, by confronting them with a mix of “carrot and stick”—tactics_and
search for effective counter-motivation measures.

2. Stimulate and encourage defection and conversion of free and imprisoned
terrorists and find ways to alienate the terrorist organization from its
constituency.

3. Maintain the moral high-ground in the struggle with terrorists by defending
and strengthening the rule of law, good governance, democracy and social
justice.

4. Try to address the underlying conflict issues exploited by the terrorists
and work toward a peaceful solution while not making any substantive
concession to the terrorists themselves.

5. Establish an Early Detection and Early Warning system against terror-
ism and other violent crimes on the interface between organized crime
and political conflict.

6. Deny terrorists access to arms, explosives, travel and identification
documents, safe communication, safe travel and sanctuaries; disrupt
their preparations and operations through infiltration, communication
intercept, espionage and by limiting their criminal- and fund-raising
potential.

7. Reduce low-risk/high-gain opportunities for terrorists to strike by
enhancing transportation and communication security and by harden-
ing critical infrastructures and potential sites where mass casualties
could occur.
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8. Prepare for crisis—and consequence-management for both “regular” and
“catastrophic” acts of terrorism in coordinated simulation exercises and
educate the public to cope with terrorism.

9. Enhance technical assistance against terrorism by strengthening the
capacity of law enforcement, intelligence, and the military of states which
lack sufficient capacities while also enhancing internal and external coor-
dination within and between states to deal more effectively with terrorist
threats.

10. Last but not least: counter the ideologies, propaganda and indoctrination
of secular and non-secular terrorists and try to get the upper hand in the
war of ideas — the battle for the hearts and minds of those the terrorists
claim to speak and fight for.
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